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1 Introduction

Over the last years, blockchains and more generally
distributed ledger technologies (DLT) received the
attention of many stakeholders. This was due on
the one hand to the rise of Bitcoin as a successful
proof-of-concept for a reliable cryptocurrency that
eliminated the need for central banks to guarantee
for value and permit the decentralized, immutable,
and secure transfer of monetary assets between
parties (Reinhard 2019). On the other hand, the
underlying technologies were considered as fun-
damental game changers with the potential to not
only disrupt the financial sector but extend to
many other industries (Iansiti and Lakhani 2017).
Apart from this hype and the disappointment that
followed it, researchers in academia and industry
were and are still attracted by the new possibilities
that are offered by decentralized and transparent
systems, which do not require any central authority
for validating transactions (Dabbagh et al. 2019;
Al-Jaroodi and Mohamed 2019; Lacity and Khan
2019). Most recently, several of the big IT plat-
form companies such as Amazon (Amazon.com
2019), Microsoft (Simons 2019), IBM (Cuomo

* Corresponding author.
E-mail. hans-georg.fill @unifr.ch

2019) or Facebook (Zuckerberg 2019) started to
engage heavily in blockchain-based approaches.

1.1 Core Properties of Blockchains

At the current stage it is thus being investigated,
how scenarios in enterprise information systems
can be realized with these new technologies.
This is based on the following core properties
of blockchains (Antonopoulos and Wood 2018;
Fill and Meier 2020; Narayanan et al. 2016):

* Decentralized storage of data

¢ Trustful validation of data via consensus mech-
anisms

» Transparency and traceability of transactions

e Immutability and non-repudiation of transac-
tions

* Decentralized execution of algorithms using
smart contracts

In contrast to traditional web-based informa-
tion systems, data in blockchains is not held and
governed by a central authority. Rather, all partic-
ipants of the ledger have access to the complete
data set and can verify its contents individually.
The addition of data is accomplished through val-
idations executed by any of the participants and
the use of consensus mechanisms for reaching a
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common agreement about the new state of the
blockchain. This leads to the transparency and
traceability of transactions, not only for the owner
of the system as in traditional systems but for every
participant. Consequently, a new form of trust
is established as everything that happens on the
ledger is transparent and verifiable.

Another core feature of blockchains is the im-
mutable storage of information and thus the non-
repudiation of transactions. This means that such
ledgers are append-only and all transactions are
cryptographically signed by the issuers of transac-
tions. This aspect is of particular importance for
public blockchains to guarantee the traceability
of all transactions. For private or permissioned
blockchains where the participants are authenti-
cated prior to their interaction with the blockchain,
this can be altered, e. g. to permit for the secure
transmission of information in separate channels
as in Hyperledger Fabric! for example.

Although all blockchain implementations use a
set of operation codes for specifying how transac-
tions are actually performed, some platforms such
as Ethereum (Antonopoulos and Wood 2018),
Hyperledger Fabric (Hyperledger 2019) or Li-
bra (Blackshear et al. 2019) provide more com-
prehensive commands. Thereby, Turing-complete
programs can be described and integrated in the
ledger. These are typically denoted as smart con-
tracts and enable the realization of functionality
such as automated payments due to state changes
in the blockchain, the recording of and access
to arbitrary types of data on the blockchain, or
the interaction with external systems. As for any
transaction on a blockchain, also the execution
and state changes caused by smart contracts are
decentralized, transparent, and verifiable by any
participant.

1.2 Role of Enterprise Modeling

Enterprise modeling is typically regarded as a
sub-area of conceptual modeling with a specific
focus on enterprise information systems (Bork

1 See https://hyperledger-fabric.readthedocs.io/en/release-1.
4/channels.html

and Fill 2014; Frank 2014). Conceptual model-
ing thereby refers to the use of a schema in the
form of an artificial language together with proce-
dures and algorithms for creating models, which
determine the construction and contents of mod-
els (Karagiannis and Kuehn 2002; Mylopoulos
1992). Depending on the purpose of the concep-
tual models, the schema may come in the form
of a general-purpose modeling language (GPML)
that provides generic language constructs or a
domain-specific modeling language (DSML) that
provides constructs that have been designed for a
particular domain. Moreover, the language may
be formally specified, i.e. in terms of a precise
mathematical specification of its syntax and se-
mantics, or of semi-formal nature where only the
syntax is formally defined and the semantics given
in natural language (Fraser et al. 1994; Harel and
Rumpe 2004).

Models themselves are used in all scientific dis-
ciplines and can be characterized in this context as
constructed abstractions that aim at reducing com-
plexity for the purpose of human understanding
and communication (Frank et al. 2014; Mylopou-
los 1992). Due to the formalization of conceptual
models via their schema, algorithms may be de-
signed that are able to interpret the semantics of
the models’ contents (Harel and Rumpe 2004).
This not only permits the processing of the con-
tents, e. g. using simulation algorithms, but also
the execution of models in the sense of deriving
operation codes for machines.

In enterprise information systems, conceptual
models are not only used for representing and
analyzing technical aspects as it is primarily done
in computer science. Rather, the purpose of en-
terprise models is to provide an integrated rep-
resentation of strategies, processes, IT services
and applications, and infrastructures (Ferstl and
Sinz 1998; Frank 2014; The Open Group 2017).
Enterprise modeling is today a standard practice
for tasks such as (Sandkuhl et al. 2018):

* Eliciting requirements for information systems
based on the knowledge of stakeholders, e. g. in
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terms of goals, processes, IT services, perfor-
mance indicators,

* Implementing and deploying information sys-
tems, e. g. in software engineering and enter-
prise architecture management,

¢ Analyzing information systems, e. g. for busi-
ness process simulation and improvement,

* Operating information systems, e.g. via the
execution of models on process engines.

Based on these aspects it seems obvious to
investigate how blockchains and enterprise mod-
els can complement each other. We will do this
in the following by first outlining some further
technical details on blockchains. Subsequently,
we will derive a framework for depicting possi-
ble relationships between enterprise models and
blockchains from various perspectives. This will
permit us to position existing approaches revert-
ing to blockchains in enterprise modeling and
illustrate opportunities for further research.

2 Technical Foundations of Blockchains

For understanding the working of blockchains it
is essential to know about the typical underlying
data structure and the mechanisms that lead to the
immutability of transactions and the achievement
of distributed consensus without intermediaries.
In the following we will thus briefly illustrate
these aspects. Thereby we revert mainly to the
architecture of Bitcoin, which is one of the most
widely, working implementations of blockchains.
Although no official specification exists for Bit-
coin and the way it works is only available at first
hand from its concrete implementation, i.e. the
code base, we revert here primarily to the docu-
mentation maintained by the community (Bitcoin
Community 2019a).

One essential concept that is used for building
data structures in blockchains are cryptographic
hash functions (Handschuh 2011; Narayanan et al.
2016). Hash functions in general take an input of
arbitrary size and map it to a specific output of
fixed size. Depending on the size of the output,
the probability of collisions, i. e. where the same

output value is produced for different inputs, can
be adjusted. Cryptographic hash functions feature
the two additional properties collision resistance
and pre-image resistance. Collision resistance
means that it is computationally infeasible to find
two input values that produce the same output
value. Pre-image resistance demands that the hash
function is a one-way function, i. e. that the input
value cannot be computed easily from the out-
put value. In addition, blockchains make use of
digital signatures (Narayanan et al. 2016). For
this purpose, it is reverted to public key cryp-
tography where a message is encrypted with the
public key of the receiver and decrypted with the
corresponding private key that is securely held by
the receiver. For signing messages, this process
is reversed in that the sender signs the message
by encrypting a hash value of the message using
her private key. The authenticity of the message
can then be verified by using the public key of the
sender for decrypting the message and comparing
the hash value to the re-calculated hash value of
the message.

Cryptographic hash functions and digital signa-
tures form the basis for the typical data structures
used in blockchains. As depicted in Figure 1, a
data block in a blockchain like Bitcoin consists of
a magic number for separating blocks from each
other by a pre-defined value, a number for the
size of the block, transactions and the number of
transactions as meta data, and the block header.
The transactions are cryptographically signed and
define how value or assets are transferred in the
blockchain or how code is executed in the case of
smart contracts.

The block header defines the version of the
currently used protocol and contains a reference
to the header of the previous block in the form of a
hash value. Furthermore, a timestamp and a root-
hash of a Merkle tree summarizing the contained
transactions is included.

In addition, public blockchains such as Bitcoin
use consensus mechanisms where so-called cryp-
tographic puzzles have to be solved in order to
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Figure 1: Structure of Blocks as Used in Bitcoin,
cf. (Bitcoin Community 2019b)

realize a lottery-like selection of blockchain partic-
ipants for adding the next block. For this purpose,
a hash value is calculated from the concatenation
of the version field, the previous block-hash, the
root-hash, the timestamp, a target field and a nonce
field. The target field thereby specifies an upper-
bound value for the resulting hash value. For a
blockchain participant to be chosen as the next pro-
poser of a block to be appended to the blockchain,
a hash value has to be found that lies below this tar-
get value. The variation is thereby accomplished
through the nonce field, which stands for number-
used-only-once. This is an arbitrary number that is
varied as long as the target hash value range is not
reached. For finding such a nonce, computational
work has to be performed and no shortcuts are
possible due to the above-described properties of
the used cryptographic hash functions. Therefore,
this type of consensus mechanism is denoted as

proof-of-work. Other mechanisms exist but have
not proven their success in practice yet.

When a solution to this puzzle has been found,
the block including the matching nonce is dis-
tributed to other peers in the network. These
can easily verify the correctness of the puzzle
solution by calculating the hash value and com-
paring it to the target value. If this is valid, the
block is appended to the blockchain. In the case
of competing block proposals, i. e. when several
participants have found solutions at the same time,
the chain with the most proven work, i. e. typically
the longest chain, is maintained. The other chains
are given up and no longer followed. To account
for changes in the available computational power,
the target is automatically adjusted after a certain
number of blocks to keep the time of finding a
new solution constant, which is also checked when
blocks are validated by the peers.

Block ;; Block
\ ’ Block-Header “\ ’ Block-Header ‘
ﬁ Previous Block-Hash ‘ ﬁ Previous Block-Hash ‘

Figure 2: Chaining of Blocks

This mechanism permits every participant of
the blockchain to independently engage in the
selection process for proposing new blocks to the
blockchain without requiring a central intermedi-
ary. The reference to the hash value of the block
header of the previous block thereby forms the
chain structure as shown in Figure 2.

Blockchains are not the only type of distributed
ledger technologies. Another proposal that is cur-
rently being evaluated is the use of data structures
based on directed acyclic graphs (DAG). Thereby,
new blocks have to validate two other previous
blocks and there is no single chain to which blocks
are appended. An implementation is for example
available by the IOTA approach in the form of
so-called tangles (Popov 2018).
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3 Blockchains and Enterprise Modeling

When combining the fields of blockchains and
enterprise modeling, we can find two directions:

1. Enterprise modeling for blockchain applica-
tions

2. Integration of blockchain technologies in mod-
eling applications

The first direction takes the traditional view
of enterprise modeling for supporting the devel-
opment of new and the analysis of existing ap-
plications. Thereby, blockchains are regarded as
a technology that needs to be added to the ex-
isting stack of technologies in an enterprise and
which may open up new opportunities on the level
of strategies and business models, business pro-
cesses, IT services and the management of IT
infrastructure. Thereby, the specific aspects of
blockchains, such as for example the possibility of
decentralized autonomous organizations have to
be considered. In Figure 3, this is denoted by the
integration of blockchains on the level of strategy
BCg, processes BCp, IT services and applications
BCis and infrastructure BCyy.

This direction is pursued e. g. for the following
purposes:

* for explaining the business and technological
aspects of blockchains by using general-purpose
and domain-specific modeling languages (Fill
2020; Wieland and Fill 2020)

* for blockchain-oriented software development
by using extended UML class diagrams in ad-
dition to BPMN and ER diagrams (Rocha and
Ducasse 2018)

» for the visual design and analysis of blockchain-
based applications (Hérer and Fill 2019a), e. g.
by analyzing blockchain applications using Petri
nets (Pinna et al. 2018)

The second direction integrates blockchain tech-
nologies in enterprise modeling applications. In
this way, the properties of blockchains are joined
with the properties of enterprise models, e. g. for

Strategy

BC,
Processes

BC,

BCg

IT Services & Applications

BC
Infrastructure

BC,y

Figure 3: Intersections when Combining the Fields of
Enterprise Modeling and Blockchains

storing or executing the models. In Figure 3 this
is denoted by the area BCg.

This direction is found in the following contri-
butions for example:

* for storing knowledge in the form of enterprise
models in a transparent, decentralized, tamper-
proof way, and for attestation purposes (Fill and
Harer 2018; Fill 2019; Harer and Fill 2019b)

» for the execution of business processes in
BPMN notation using smart contracts (Lépez-
Pintado et al. 2017)

* for the execution of business processes using
an adapted notation (Falazi et al. 2019)

* for the execution of decision models in DMN
through mapping model constructs to the Solid-
ity language for Ethereum blockchains (Haar-
mann et al. 2018)

« for tracking of process instances in a distributed

fashion (Héarer 2018)

* for the storage of models for ensuring the prove-
nance of information in Al applications (Fill
and Hirer 2020)
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4 Conclusion and Outlook

The combination of blockchain technologies and
enterprise modeling opens up a lot of opportuni-
ties for research. In this catchword we showed
which recent advancements have been made. How-
ever, there are still several issues that will need
to be tackled in the future. This stems on the one
hand from the technical evolution of blockchain
platforms and on the other hand from the further
development of enterprise modeling approaches.
In terms of blockchain platforms several limita-
tions currently hamper the successful application
in business scenarios. This concerns for example
the limitation of the size of blocks in current imple-
mentations, which permits to store only compara-
tively small data on chain. Whereas this does not
pose problems for attestation approaches, it does
not permit storing for example complete models
on current platforms. Further, the processing time
in current public blockchain designs does not al-
low for scalable enterprise applications. Although
first approaches exist to combine blockchains and
ERP systems (Linke and Strahringer 2020), this is
not yet a standard practice. Further research will
also need to be done for applying enterprise mod-
eling for designing blockchain-based applications
including their business models and enterprise
architectures.
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